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Remote PPTP VPN with Microsoft Windows 7

1 Important Notes

£ * \ Note: You must connect to the Internet prior to connecting the VPN. If you are
connecting to the Internet from behind a NAT router, that router must support VPN Passthrough.
See chapter 3 Important Points To Remember on page 11.

2 Microsoft Windows 7 Configuration

You should have been given a username and password to use by your System
Administrator.

The username will end with the .vpn extension. Please contact your System
Administrator if you have not received or have lost your username and password.

Setting up Mako remote VPN with PPTP access under Windows 7 is simple. Follow these
step-by-step instructions.

2.1 Open Network Connections
First, Open Network and Sharing Centre from the Control Panel.

@uv‘@ » Control Panel »

Adjust your computer's settings

System and Security
e Review your computer's status
) 9 Back up your computer
Eind and fix nrohlems

=, Network and Internet
ul View network status and tasks
- Choose hemegroup and sharing options

/ Hardware and Sound
ﬁ" View devices and printers
Add a device

Programs

Uninstall a program

e

Figure 1: Windows 7 Control Panel

v‘&,” Search Control Panel )

View by: Category =

User Accounts and Family Safety
':ﬁ; ?, Add or remove user accounts
) Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen reselution

T

(1}

iy Clock, Language, and Region

L Change keyboards or other input methods

@B Ease of Access

[ | Let Windows suggest settings
_ Optimize visual display

Now choose Set up a new connection or network.

@Uv|? v Control Panel » Metwork and Internet »

Control Panel Home

~[+][ 5ea

KA Network and Sharing Center

LY

5 I ~=,' View network status and tasks | Connectto a network | View network computers and devices
ystern and Security X

Add a wireless device to the network

» Network and Internet

Hardware and Sound Q% HomeGroup X X

Choose homegroup and sharing options
Programs
User Accounts and Family - Internet Optlons . . .
Safety ¥=| Change your homepage | Manage browser add-ons | Delete browsing history and cockies

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Figure 2: Network and Internet
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Remote PPTP VPN with Microsoft Windows 7

L

-:-Elg

L+ « Networkand Internet » MNetwork and Sharing Center - | g | | Search Control Panel

o

Windaows Firewall Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Control Panel Home . . . . .
View your basic network information and set up connections
Ch dapter setti | See full map
ange adapter settings L’h' @ 0
Ch d d shari
set:i:g:a rancec shesd CA-PC MNetwork Internet
(This computer)
View your active networks Connect or disconnect
A . Internet 3
e ccess bype: ntern
I\. HomeGroup: Ready to create
Home network . .
o Connections: E] Local Area Connection 2
Change your networking settings
ﬁ- | Set up a new connection or network
See also T et up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access ||
point.
HomeGroup
Internet Options i Connect to a network

@ -

Figure 3: Network and Sharing Centre

In the next window, Figure 4, choose Connect to a workplace and click Next.

(=]

'K\;__JI @ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

., Setup a new network
<agp, Configure a new router or access point.

Set up a dial-up or VPN connection to your workplace

‘ Connect to a workplace

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

Concs

Figure 4: Set up a connection

In the next window, Figure 5, choose Use my Internet Connection (VPN).
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Remote PPTP VPN with Microsoft Windows 7

@ L:EJ Connect to a Workplace ‘

How do you want to connect?

S

Connect using a virtual private network (VPN) connection through the Internet.

= Dial directly
Connect directly to a phone number without going through the Internet.

A Jo

o

What is a VPN connection?

Cancel

Figure 5: Connect to a workplace

Type in the name or the IP address of a Mako appliance in the Internet address field.
Check the email received from your system administrator for these details.

=8 Nl ==
@ L;h Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.
Internet address: PPTP ServerIP Address

Destination name: MakoVPN

[ Use a smart card

'@ [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

[¥]:Don't connect now; just set it up sol can connect later,

Figure 6: Connection address

Enter a name in Destination name field, e.g. MakoVPN. Check Don’t connect now and
then click Next.

In the next window, enter your User name and Password for VPN access and then click
Create.
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Remote PPTP VPN with Microsoft Windows 7

o) &=
@ |;ﬂ Connect to a Workplace
Type your user name and password
User name: username.vpn
Password: waseee
[ Show characters
Domain (optional):

Figure 7: Login

You're all set if the next window displays “ The connection is ready to usé’, as illustrated
in Figure 8.

» > ) ===

g' i Connect to s Workplece

The connection is ready to use

A o

& Conneéct now

Figure 8: Connection Ready
Click Close to return to the Control Panel > Network and Sharing Centre window.
From the Network and Sharing Centre, click Connect to a network.

In the Connect to a network window, Figure 9, you should see the VPN connection that
you have just set up.

Right—click on the VPN connectionreference, and choose Properties from the menu.
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[=a][=][=]
@@v‘ :';.: <« All Control Panel ltems » Network and Sharing Center - | ‘A}l | Search Coni 2 |
o .
Lunto) Eanel oy View your basic network information and set up connections
Change adapter settings ':_L‘ L" @ Seefull map
- -
Change advanced sharing MKNTESTWINTPRO Multiple networks Intemet
seftings (This computer)
Wiew your active networks Connect or disconnect
Network 3 Access type: Internet
i Work network Connections: [ Local Area Connection
Currently connected to: +r
985 Unidentified m i Accesst).'pe: N No Internet acce § Network 3
" Connections: [ Local Area Conn Internet access
Public network 1 Local Area C
w Local Area LOnN| mee Unidentified network
No Internet access
Change your nebworking settings
Dial-up and VPN -
dlh- Set up a new connection or network -3 -
= p f
Set up a wireless, broadband, dial utg MakoVPN ®r
point.
s Connect to a network
= Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
S Choose homegroup and sharing options
e e Access files and printers located on other network computers, or change sharing s
Internet Options Troubleshoot problems
‘Windows Firewall Diagnose and repair network problems, or get troubleshooting information,
Open Network and Sharing Center

Figure 9: Connect to a network window
Select the Security tab from the VPN Properties window, Figure 10.

1) Choose Point to Point Tunneling Protocol (PPTP)for the Type of VPN.
2) Choose Require encryption (disconnect if server declines)for the Data encryption.
3) Select Allow these protocols and check the boxes as shown in Figure 10.

'g VPN Connection Properties @

| General I Options | Security | Netwarking I Sharing|

Type of VPN:

[Paint to Point Tunneling Protocal (PPTF) -|

Data encryption: — .

IRequire encryption (disconnect f server declines) vl
Authentication

1 Use Extensible Authentication Protocol (EAP)

@ Allow these protocols

[ Unencrypted password (PAF)
Challenge Handshake Authentication Protocal (CHAR)
Microsoft CHAP Version 2 (MS-CHAP v2)

|:| Automatically use my Windows logon name and
password {and domain, if any)

[ ok ][ caned

Figure 10: VPN Connection Properties

Select the Networking tab and check the boxes as shown in Figure 11, then click OK.
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| - VPN Connection Properties

| | General I Options I Securityl Networking | Sharing

This connection uses the following items:

# [ .a. Intemet Protocol Version 6 {TCP/IPvE)
\’ 4. Intemet Protocol Version 4 (TCF/IPv4)
.

B O File and Printer Sharing for Microsoft Networks

% Client for Microsoft Netwarks

Install... ] [ Uninstall Properties

Description

Allows other computers to access resources on your computer
using a Microsoft network.

Figure 11: VPN Connection Properties

2.2 Connect to the VPN
Now select MakoVPN and click Connect.

Currently connected to: **

Network 3
Mo Internet access

Metwork 5
Mo Internet access

Dial-up and VPN A

MakoVPN ;;'

Figure 12: Connect to the VPN

In the connection dialog box, enter your username, password and domain and click
Connect.

Mako Remote PPTP VPN with Microsoft Windows 7 Product Handbook v.1.0 Page 9 of 12
|




Remote PPTP VPN with Microsoft Windows 7

& Connect MakoVPN

User name:
Password: [To change the saved password, click here]

Domain:

Save this user name and password for the following users:

@ Me only
'50 Anyone who uses this computer

[ Connect ][ Cancel H Properties ][ Help

Figure 13: Connection credentials
Your PPTP VPN will then connect.

Your PCis tunnelled onto the network that your Mako is protecting. You will be able to
connect to other computers on your Mako-protected network.

2.3 Disconnect from the VPN
To disconnect from the PPTP VPN right click on the Connected VPN icon in your task bar.

Currently connected to: + Currently connected to: +
B Network 3 B Network 3

Mo Internet access 3 Mo Internet access

Network 5 Network 5

Mo Internet access Mo Internet access

VPN Connection VPN Connection

Mo network access

No network access J"\>
Dial-up and VPN %V Dial-up and VPN z ~
MakoVPN Connected [ MakoVPN A foonactad !
Disconnect@
Status
Properties
Open Network and Sharing Center Open Network and Sharing Center

BN . e |mﬂ e
LU E
e

12:56 p.m.
13/02/2012 |

Figure 14: Click on task bar
From the popup menu, click on the MakoVPN connection and choose Disconnect.
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Remote PPTP VPN with Microsoft Windows 7

3 Important Points To Remember

You must connect to the Internet prior to connecting the VPN.

If you are connecting to the Internet from behind a NAT Router, that Router must
support VPN Passthrough.

If your Mako has a Static IP Address you will not need to change any settings in your
PPTP VPN client.

If your Mako does not have a Static IP Address, you will need to re-enter its IP Address in
the VPN Client:

e Double click on your VPN Shortcut

e Click on “Properties”

e Enter your Mako's IP Address (given to you at the Mako Networks website).
e C(lick OK.

e Close the window.
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Appendix

4 Limited Warranty

1) Standard Limited Warranty. If the products purchased hereunder are resold by a distributor or
reseller to an end-user (customer) pursuant to the terms hereof in their original, unmodified, unused
condition, Purchaser shall pass on to its customers, or keep as applicable for internal use, the MAKO
NETWORKS LTD. standard limited warranty for the products, as summarized in documentation
supplied with the product and including provisions and limitations set forth below. The Manufacturer
warrants the Mako Appliance for one (1) year. The Warranty begins on the date of purchase as shown
on your providers invoice.

2) Express End-user Limited Warranty. Each MAKO NETWORKS LTD. product purchased hereunder
is warranted against defect in material and workmanship and will substantially conform to MAKO
NETWORKS LTD. product documentation for the period set forth in the documentation supplied
with the product following delivery to end-user (the “Warranty Period”). This warranty extends only
to end-user and will not extend to, nor may it be assigned to, any subsequent user, Purchaser or user
of a MAKO NETWORKS LTD. product, whether such MAKO NETWORKS LTD. product is alone or
incorporated into end-user’s product.

3) Exclusions. The express warranty set forth above is contingent upon the proper use of a MAKO
NETWORKS LTD. product in the application for which it was intended and will not apply to any
MAKO NETWORKS LTD. product that has been (i) damaged during shipping, (i) modified or
improperly maintained or repaired by a party other than MAKO NETWORKS LTD. or its designees,
or (iii) subjected to unusual physical or electrical stress. This includes operation of the product
outside the Operating Specifications of the product.

4) Limitation of Remedy. In the event a MAKO NETWORKS LTD. product fails to perform as
warranted, MAKO NETWORKS LTD. sole and exclusive liability and end-user’s only remedies for
breach of this warranty shall be, at MAKO NETWORKS LTD.’s option to repair, replace or credit an
amount not exceeding the Purchaser’s purchase price of each product found to be defective,
provided that:

1. End-user complies with the rejection and warranty procedures contained in Section 5 below and
returns the MAKO NETWORKS LTD. product that the end-user considers defective for
examination and testing.

2. MAKO NETWORKS LTD. shall not be liable under this warranty if testing and examination by
MAKO NETWORKS LTD. discloses that the MAKO NETWORKS LTD. product has been
modified or altered in any manner after it was shipped by MAKO NETWORKS LTD.

3. MAKO NETWORKS LTD. shall not be liable under this warranty if testing and examination by
MAKO NETWORKS LTD. discloses that the alleged defect in the MAKO NETWORKS LTD.
product does not exist or was caused by end-user or any third person’s misuse, neglect,
improper installation or testing, unauthorized attempts to repair or any other cause beyond the
range of intended user, or by accident, fire or other hazard.

4. MAKO NETWORKS LTD. shall not be liable under any warranty under this Agreement with
respect to any MAKO NETWORKS LTD. product that is not returned in its original shipping
container or a functionally equivalent container.

5. If MAKO NETWORKS LTD. testing and examination does not disclose a defect warranted under
this Agreement: MAKO NETWORKS LTD. shall so advise Purchaser and dispose of such MAKO

NETWORKS LTD. product in accordance with Purchaser’s instructions on behalf of end-user
and at Purchaser’s cost.
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